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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.1 14, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
3/13/2006 has been entered. 

The amendment filed on 3/13/2006 has been entered in the file. 

The petition to revive this application, which has been abandoned on 08/12/2005, 
has been granted. 

Claims 6 and 12 have been deleted in this application. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 2 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 2 recites the limitation "the service provider management system". There is 
insufficient antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103 (a) which forms the 
basis for all obviousness rejections set forth in this Office 
action: 

(a) A patent may not be obtained though the invention is not 
identically disclosed or described as set forth in section 102 of 
this title, if the differences between the subject matter sought 
to be patented and the prior art are such that the subject matter 
as a whole would have been obvious at the time the invention was 
made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

Claims 1 and 3-8 are rejected sander 35 U.S.C. 103 (a) as being 
unpatentable over Chan et al . ("Customer Network Management and 
Control of Broadband VPN Services," Proc . IFIP/IEEE International 
Symposium on Integrated Network Management, May 1997, pp. 301- 
314) in view of Poisson et al . (U.S. Pub. No. 2003/003.3401) and 
Dobbins et al . hereinafter Dobbins US patent number 
(5 , 825, 772) and in view of Reichmeyer et al . (Reichmeyer) US 
patent number 6,2 86,038. 

As to claim 1, Chan teaches a system comprising: 

a service processing switch having a plurality of network 
resources allocatable to a plurality of subscribers (pg. 304, 
par. 2; pg. 3 02, par. 4; Chan discloses a CPN switch for 
accessing VPN services (network resources) ) ; a service provider 
management server operable to configure the plurality of network 
resources, said configuration including are allocation of a 
subset of the ; network resources to a subscribing enterprise . . 
. (pg. 304, par. 2-3; Chan discloses a VPN provider (service 
provider management server) that allocates a portion of available 
bandwidth (network resources) to each VPG (subscribing 
enterprise) ) ; a subscriber management server communicably coupled 
to the service provider management system and operable to further 
configure the subset of the network resources (Fig. 3; pg. 306, 
par. 2; Chan discloses a VPN controller (subscriber management 
server) which communicates with a provider (service provider 
management system) , and allocates bandwidth (network resources) 
to a VPG) ; and a subscriber management client communicably 
coupled to the subscriber management server, said client operable 
to issue configuration requests to the /subscriber management 
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server (Fig. 3; pg. 306, par. 2; Chan discloses a VPG controller 
(subscriber management client) that interacts with the VPN 
controller (subscriber management server) to get additional 
bandwidth (configuration request) when needed) . 

Chan fails to teach the limitation of the service provider 
management server communicably coupled to the service processing 
switch. 

However, Poisson teaches the limitation of a service 
provider management server communicably coupled to the service 
processing switch (par. 0031; Poisson discloses an ISP coupled to 
an extranet switch for a private network) . 

It would have obvious to one of ordinary skill in the art at 
the time of the invention to modify Chan in view of Poisson so 
as: to have communication between the provider and VPG via a 
switch, one would be motivated to do so to enable a remote user 
to access resources on different networks in the VPG. As per 
claims 3-e, the combination Chan and Poisson implicitly and 
explicitly teach a plurality of network resources that includes a 
packet filter, firewall, network address translation module, a 
virtual router a VPN and multiple processing elements (see Chan f s 
fig 3-8 and section 4 of Chan reference) . In addition, Chan and 
Poisson fail to explicitly detail on virtual routers. Dobbins is 
directed to distributed connection-oriented services for switched 
communications networks, which discloses virtual routers and 
virtual router directory (see 198, fig 19; col. 20 lines 51-61). 
Furthermore, Reichmeyer also teaches a virtual router with 
differing subset (subdomain router) of virtual router (fig 3 ; 
col. 5 lines 39 to col. 6 line 23) . It would have been obvious to 
one of ordinary skill in the art at the time of the invention to 
combine Dobbins and Reichmeyer virtual routers to Chan and 
Poisson' s system because they would enable resolution of 
reachability of destination networks (Dobbins col. 21 lines 1-4). 

Claims 2 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chan 

("Customer Network Management and Control of Broadband VPN Services," Proc. 

IFIP/IEEE International, Symposium on Integrated Network Management, May 1997, 

pp. 301-314).in view of Dobbins et al. hereinafter Dobbins US patent number 

(5,825,772)and in view of Reichmeyer et al. (Reichmeyer) US patent number 6,286,038. 



As to claim 2, Chan teaches a method comprising: 
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allocating by a service provider a subset of network 
processing resources to a subscribing enterprise (pg. 3 04, par. 
2-3; Chan discloses that a VPN provider allocates a portion of 
available bandwidth to each VPG (subscribing enterprise) ) ; 

receiving by a subscriber management system a configuration 
request related to the subset of network resources from a user 
within the subscribing enterprise (pg. 3 04, par. 3; Chan 
discloses that a VPN controller (subscriber management system) 
receives information on the need for more bandwidth in the VPG 
(subscribing enterprise)); 

forwarding the request to a service, provider management 
server (pg. 3 06, par. 2; Chan discloses that the VPN controller 
requests more bandwidth from the provider (service provider 
management system) ; and 

processing the request by the service provider management 
system (pg. 3 07, par. 2; Chan discloses that the VPN controller 
arranges for the bandwidth with the provider (service ; Provider 
management system) . 

Chan and Poisson fail to explicitly detail on virtual routers. 
Dobbins is directed to distributed connection-oriented services 
for switched communications networks, which discloses virtual 
routers and virtual router directory (see 198, fig 19; col. 20 
lines 51-61) . Furthermore, Reichmeyer also teaches a virtual 
router with differing subset (subdomain router) of virtual router 
(fig 3; col. 5 lines 39 to col. 6 line 23). It would have been 
obvious to one of ordinary skill in the art at the time of the 
invention to combine Dobbins and Reichmeyer virtual routers to 
Chan's system because they would enable resolution of 
reachability of destination networks (Dobbins col. 21 lines 1-4). 



As per claim 3, the combination (Chan, Poisson, dobbins and 
Reichmeyer) teaches a packet filter (Poisson fig 4, 136a). 

As per claim 4, the combination teaches a firewall (see Poisson 
paragraph 0027) . 

As per claim 5, the combination teaches a network address 
translation module (see Poisson paragraph 0033 and 0040) . 

As per claims 7 and 8, the combination teaches VPN and processing 
element (see Chan, section 2, fig 1) . 
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Claims 9-11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Chan ("Customer Network Management and Control of Broadband VPN Services," 
Proc. IFIP/IEEE International, Symposium on Integrated Network Management, May 
1997, pp. 301-314).in view of Dobbins et al. hereinafter Dobbins US patent number 
(5,825,772)and in view of Reichmeyer et al. (Reichmeyer) US patent number 6,286,038 
and further in view of Poisson US publication number 2003/0033401 A1 . 



As per claims 9-11, the combination (Chan, Dobbins, Reichmeyer) 
fails to explicitly detail on packet filter, firewall and a 
translation module. Poisson is directed to monitoring a virtual 
private network, which includes packet filter, firewall and a 
translation module (see Poisson, fig 4, 136a; paragraphs 0027, 
0033 and 004 0) . It would have been obvious to one of ordinary 
skill in the art at the time of the invention to combine 
Poisson' s features with Chan, Dobbins, and Reichmeyer' s system to 
prevent unauthorized access while providing security to the VPN's 
system (Poisson paragraphs 0029-0032) 



As per claim 13, the combination teaches processing elements (see 
fig 1 and section 2 of Chan reference) . 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Gilbrech (US patent Number 6,173,399) implement a VPN that 
includes packet filter, firewall, translation module, routers and many other features (see 
invention's summary). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Frantz B. Jean whose telephone number is 571-272- 
3937. The examiner can normally be reached on 8:30-6:00 M-f. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Zarni Maung can be reached on 571 272 3939. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Frantz Jean 



FRANTZB.JEAN 
PRIMARY EXAMINER 




